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1
Introduction

TS23.285 specifies that the source Layer-2 ID must be changed over time and randomized to ensure that a source UE (e.g. vehicle) cannot be tracked or identified by any other UEs (e.g. vehicles). 
In TR23.786, key issue #9 specifies that methods to prevent privacy issues (e.g. source L2 ID tracking) for unicast/multicast session will be studied. Solution #11 proposes a procedure for Layer-2 ID update for unicast communication.

A procedure to handle Layer-2 ID update for multicast communication needs to be defined. This procedure should enable the change of Layer2-ID for UEs multicasting messages and UEs receiving these messages. 
2
Proposal

It is proposed to include the following changes to Solution #11 in TR 23.786.

* * * * First Change * * * *
6.11.3.3
Link identifier update procedure for privacy protection of unicast communication
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1. Link Identifier Update Request

2. Link Identifier Update Response


Figure 6.11.3.3-1: Layer-2 link identifier update procedure
This procedure is used to update the peer in the unicast communication of the impending change of the identifiers used for this link. Due to the privacy requirements, in eV2X use, UE should frequently change its identifiers in order to avoiding being trackable by 3rd party. When the identifier change happens, all identifiers across all the layers, i.e. from application layer ID to L2 ID, need to be changed. This signaling is required before the identifier changes happen, to prevent service interruptions. 

1.
UE-1 decides the change of identifiers, e.g. due to the upper layer identifier change or a timer, and includes the new identifiers to use (including the new upper layer identifiers, new IP address/prefix if application, new L2 IDs) in the Link Identifier Update Request message, and send to UE-2 before it changes the identifiers. The new identifiers to use should be cyphered to protect privacy.  

2.
UE-2 respond with a Link Identifier Update Response message. Upon reception of the message, UE-1 and UE-2 can start to use the new identifiers for the data traffic. UE-1 shall receive traffic on its old L2 ID until it receives the Link Id Update Response from UE-2.

NOTE:
If there are multiple links from UE-1 using the same upper layer identifiers or L2 IDs, UE-1 needs to perform the update procedure over each of the link and for each link needs to keep receiving traffic on its old L2 ID for that specific link until it receives the Link Id Update Response. 

* * * * End of Change * * * *
* * * * Last Change * * * *
6.11.5
Topics for further study

Following topics need further study:

-
whether PC5 Signalling protocol or RRC message should be extended to support unicast communication;

-
whether a connection-oriented QoS model should be used for unicast communication;

-
how to support service announcement for the unicast/multicast based services;

-
whether and how to support L2 ID change during a unicast session.
-
whether and how to prevent privacy issues during a multicast session.
* * * * End of Change * * * *
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